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(54) A platform independent object and object viewer loader and method 

(57) A class loader downloads objects and object 
viewers from remote computer nodes, and invokes 
locally stored object viewers to view objects. When a 
user selects an object to view, a conventional download- 
ing of the referenced object is initiated. The class loader, 
however, utilizes data type information received at the 
beginning of the object downloading process to deter- 
mine if a viewer for the referenced object is available on 
the users workstation. If an appropriate view is not 
locally available, the class loader automatically locates 
an appropriate viewer on the server from which the 
object is being downloaded, or from any other appropri- 
ate server known to the user s workstation. The class 
loader downloads the located viewer and then invokes a 
program verification procedure to verify the integrity of 
the downloaded viewer before the viewer is executed. 
Once a viewer has been verified, the viewer is added to 
the user's local viewer library, downloading of the refer- 
enced object is completed, and execution of the viewer 
to view the downloaded object is enabled. If an appro- 
priate viewer cannot be located, or the only viewer 
located does not pass the verification procedure, down- 
loading of the referenced object is aborted. 
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EPO 718 761 A1 
Description 

BACKGROUND OF THE INVENTION 
; 1. Field of the Invention. 

hc J T P TT X ' nVenti u n fela,eS 9enera " y t0 ,he USe 0< compu1er on mu,ti P'e =°"Puter platforms which use 

dist.nct underlying mach.ne mstruction sets, and more specially ,o a method of verifying , he in.egl oftmpu.er 
software obtained from a network server or other source. ^ Y compu,er 

o 

2. Prior Art 

As represented generally in Figure 1, in a typical prior art networked computer system 100 a first comouter 102 

- T, ' COmPU<ef Pf09ram 103 feSidin9 °" 3 SeCOnd * «» exampte L f use'neie 02 

» wi.l typ.ca.ly be a user workstation having a centra, processing unit 106. a user interface 108 a primar mernSy no 
(e.g.. random access memory) for program execution, a secondary memory 1 12 (e.g.. a hard d.scHo sZae of an 
c° 0 P n e n a I? 9 n n S r S,em «« <** d ^ and a modem « o.herUmur£a«2, n erface m for 

0 and' ? areTn £ ' " *? " ^ ' n,emet ' 3 '° Ca ' M °' 3 area « S.^^ 
102 and 104 are often called nodes on the network" or "network nodes " 

,ontI he ,H SeC ° nd COmpU,er 104 Wi " ° ,,en be 3 netWOrk Server ' but ma * be a seco "d user workstation and typically would 
contain the same basic array of computer components as the first computer W y 

1 04 'thl! P a ro ?«• Tl ' irSt C r PU,Sr 1 02 d0Wn '° adS 3 COpy of a computer pr °9 ram 1 °3 Torn the second computer 
I?l nn Z V 00 S,andardi2ed t00ls available «o "elp the user of the first computer 1 02 to verify Si 
of the downloaded program 1 03. In particular, unless the first computer user studies the source code of the download 
program. ,t ,s v.rtual.y impossible using prior art tools to determine whether the down.oaded program 1 0 
oroverflow„sstack. or whether the downloaded program 103 wil.vio.atefi.es and other resourced onTheuLTsco^ 
A second ,ssue w„h regard to down.oading computer software from one computer to ano^concer" traSno' 
computer software between computer p.atforms which use distinct underlying machine instruction sets ^ e are 2 

ZZ SET! 63 ° P at, T : ndePendent C ° mpUter Pr09rams and p,atform independ ^ oonrJ^ZZTZ 
guages. What the pr.or art lacks are reliable and automated software verification tools for enabling redpientsTf such 

dnwn^!?^ 3 ^ 60 ' ° f .' h f PreSent inVenti ° n COnCemS meth0dS ,0r aut °matically. after a user selects an object or file to 
download from a remote locator,, downloading software associated with object or file. For instance there is widel us* 
feature of the Internet known as the "World Wide Web" (WWW). * 

When reviewing a document on the Internet s World Wide Web (WWW) a oaae of the dor,.m»ni ma » ,.„„«, •„ 
references to other documents or to objects. A user can access such ia^Z^^Z^S^ g e'n 
object via an associated hyper.ink. Such selection is usually performed by a user, in conjunction v2h uSSi^S 

TSZ™ 3 '° n 00de ' b/ dePreSSin9 3 bUtt ° n ° n 3 P ° in,er device whlle usi "9 *• device fo p"n at a 

graph.cal image representing the hyperlink selection. In response to selection of a hyperlink, the user s ^eoTcc^ 

^T 3ram ^ t l en ° Pen 3 C ° nneCti0n ,0 ,he Server 00 which ,he re,eren «* document 52*5 resides Ls MtaMto 
data embedded ,n the hyperlink in the document or object currently being viewed), and downloads the iSiSSSS 
umen, or object. However, if the down.oaded document or object is of a data type uS^St^tSS^E^ 
program, the user will be unable to view or otherwise utilize the downloaded document 

hu ,~T en J 8 ha ^!. nS ' ,he US6r Wi " 0f,en attempt ,0 manually loca,e a for downloaded document or object 
by look.no through ..branes of programs on the server from which the document or object was retnS or oruZter 

then 1^ 3 ' S ,0Und ,h3t iS C ° mPa,ib,e ^ ,he US6r ' S COmputer ™ ™*V dc^ oaX v ^and 

then execute rt so as to view the previously down.oaded object. However, there are some significant \°Z to^uTsr 
associated w,th executing a viewer of unknown origin. For instance, the downloaded viewer p^ 
vrus programs that w,l« compromise the integrity of the user's computer, or the downloaded^oS 

verrf.cation of those programs before the downloaded viewer can be executed. 
SUMMARY OF THE INVENTION 

The present invention is a "class loader" for retrieving (i.e.. downloading) objects and object viewers from remote 
computer nodes, and for invoking locally stored object viewers to view objects. When a user s7e^ n l^ ^ 
such as by using the hyper,ink feature of the World Wide Web. a conventional download^ r<^S^£^cJ^ 
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initiated. The class loader of the present invention, however, utilizes data type information received at the beginning of 
the object downloading process to determine whether a viewer for the referenced object is available on the user s work- 
station. 

If an appropriate viewer is not locally available, the class loader automatically locates an appropriate viewer on the 
5 server from which the object is being downloaded, or from any other appropriate server known to the user's workstation. 
The ciass loader downloads the located viewer and then invokes a program verification procedure to verify the integrity 
of the downloaded viewer before the viewer is executed. Once a viewer has been verified, the viewer is added to the 
user s local viewer library, downloading of the referenced object is completed, and execution of the viewer to view the 
downloaded object is enabled. 

10 If an appropriate viewer cannot be located, or the only viewer located does not pass the verification procedure, 
downloading of the referenced object is aborted. 

The present invention verifies the integrity of computer programs written in a bytecode language, to be commercial- 
ized as the OAK language, which uses a restricted set of data type specific bytecodes. All the available source code 
bytecodes in the language either (A) are stack data consuming bytecodes that have associated data type restrictions 

is as to the types of data that can be processed by each such bytecode, (B) do not utilize stack data but affect the stack 
by either adding data of known data type to the stack or by removing data from the stack without regard to data type, or 
(C) neither use stack data nor add data to the stack. 

The present invention provides a verifier tool and method for identifying, prior to execution of a bytecode program, 
any instruction sequence that attempts to process data of the wrong type for such a bytecode or if the execution of any 

20 bytecode instructions in the specified program would cause underflow or overflow of the operand stack, and to prevent 
the use of such a program. 

The bytecode program verifier of the present invention includes a virtual operand stack for temporarily storing stack 
information indicative of data stored in a program operand stack during the execution a specified bytecode program. 
The verifier processes the specified program by sequentially processing each bytecode instruction of the program, updat- 
es ing the virtual operand stack to indicate the number, sequence and data types of data that would be stored in the operand 
stack at each point in the program. The verifier also compares the virtual stack information with data type restrictions 
associated with each bytecode instruction so as to determine whether, during program execution, the operand stack 
would contain data inconsistent with the data type restrictions of the bytecode instruction, and also determines whether 
any bytecode instructions in the specified program would cause underflow or overflow of the operand stack. 
30 To avoid detailed analysis of the bytecode program's instruction sequence flow, and to avoid verifying bytecode 
instructions multiple times, all points (called multiple-entry points) in the specified program that can be can be immediately 
preceded in execution by two or more distinct bytecodes in the program are identified. In general, at least one of the two 
or more distinct bytecodes in the program will be a jump/branch bytecode. During processing of the specified program, 
the verifier takes a "snapshot" of the virtual operand stack immediately prior to each multiple- entry point (i.e.. subsequent 
35 to any one of the preceding bytecode instructions), compares that snapshot with the virtual operand stack state after 
processing each of the other preceding bytecode instructions for the same multiple-entry point, and generates a program 
fault if the virtual stack states are not identical. 

BRIEF DESCRIPTION OF THE DRAWINGS 

40 

The accompanying drawings, which are incorporated in and form a part of this specification, illustrate embodiments 
of the invention and. together with the description, serve to explain the principles of the invention, wherein: 

Figure 1 depicts two computers interconnected via a network. 

45 

Figure 2 depicts two computers interconnected via a network, at least one of which includes a secondary storage 
device for storing multiple copies of a source program in different executable forms. . 

Figure 3 depicts two computers interconnected via a network, at least one of which includes a bytecode program 
so verifier and class loader in accordance with the present invention. 

Figure 4 represents a flow chart of the loading process for accessing a bytecode program and viewer stored in a 
remote server according to the preferred embodiment of the present invention. 

55 Figure 5 depicts data structures maintained by a bytecode verifier during verification of a bytecode program in 
accordance with the present invention. 

Figure 6 represents a flow chart of the bytecode program verification process in the preferred embodiment of the 
present invention. 
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SiVi^nS nte 3 ° hart ° f bylGCOde Pr0Qram intefPfeter Pr0C6SS in the Pre,erred embodimen * of the 
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

5 

Reference will now be made in detail to the preferred embodiments of the invention, examples of which are illustrated 
in he accompanying drawings. While the invention will be described in conjunction with the preferred embodiments ft 
w.11 be understood that they are not intended to limit the invention to those embodiments. On the contrary tnV invent 
,s intended to cover alternatives, mediations and equivalents, which may be included within the spirt and scope of 
w the invention as defined by the appended claims. ^ 

Referring now to a distributed computer system 200 as shown in Figure 2. a first computer node 202 is connected 
^S^ZTr^ ^ 3 C ° mPU,er COmmunications nel ™ k 21 * ^ch as the Internet. The first computer 

, s Si ! ? ° r Ct 6r communica,ion int erface 214 that connects the first computer node 202 to 

?^TT!T n T° rk 216 ' ™ e diSC S,0ra9e 212 St0reS pr °9™ s ,or «~«on by the processor 206 
as well as data files and other information. 

The second computer node 204, assumed here to be configured as a file or other information server includes a 

ZT^^T* 218 ' ' USef in ' er,aCe 22 °- Pfimafy me ™ r ' < RAM > 222 ' second ^ (disc foraged 4 

and a modem or other communication interface 226 that connects the second computer node to the computer commu- 

or catalog) for ocat.ng information stored .n secondary memory 224. objects 230. a viewer library 232 and other programs 
234 for execution by the processor 218 and/or distribution to other computer nodes 

236 aV^i ^TJ C °^ PU,er n0dSS 202 204 may Uti ' ize di ' ,erent C0mpu,er P ,atforms and grating systems 
ofht Z > .u Pr ° 9ramS exeCUted 00 ei,her one of the ,wo ^es cannot be executed on the 

other. For .ns.ance. the server node 204 might be a Sun Microsystems computer using a Unix operating system whfe 

DOsTnltnf'T TJ? 2 ^ ^ 3n ' BM COmpa,ib ' e C ° mpU,er USin ^ an 804 * -croprocessor andXoS 
DOS operating system. Furthermore, other user workstations coupled to the same netwo, k and utilizing the same server 
204 might use a variety of different computer platforms and a variety of operating systems 

m „Jn,lH e paSt ', a server 204 used ,or distributing software on a network having computers of many types would store 
t^L? t J m ^'!f g ^ U c! tiple ' d '" StinCt ViSWer ,ibrarieS 232 ^ of software for each °^ the distinct c^poter p.a^m 
Trl * ^ D °i' MaC,n,0Shl 6,C ) ' AccordinQl * in «*r to support the needs of the various system 

users, a serve wou d be required to store both a plurality of versions of the same computer program (238 and 239) as 
we.. as a plurality of ob,ect viewers (241 and 243). one for each computer platform type. Howler, usingthe present 
invention, many varied users can be supported through the distribution of a sing.e bytecode version of the program 
k Jlf^Tr T ,0 9Ure 3 . 3 distribu,ed com P u,er *V* sm 2 50 incorporating the teachings of the present invention 

nelor^ h C °TT n0de 252 iS C ° nneCled ,0 3 SeC ° nd COmpu,er node 254 via a computer communicates 
network 266 such as the Internet. Again, just as in the prior art. the first and second computer nodes 252 and 254 may 

ZVtT C ° mPUter P,atf ° rmS ° Pera,in9 SyS,6mS 255 ' 256 Such ,hat «*«•« code Programs executS on eS 
one of the two computer nodes cannot be executed on the other. For instance, the server node 254 might be a Sun 
M.crosystems computer using a Unix operating system while the user workstation node 252 may be an IBM compatible 

w^reT^^ 

Tram 2fi o ~ 5* ,1 252 inC ' UdeS 3 central P"*"** uni1 257 ■ a in »^ce 258: primary memory 

RAM) 260. secondary memory (disc storage) 262. and a modem or other communication interface 264 that connect 
the first computer node 252 to the computer communication network 266. The disc storage 262 sJes plramTS 
~" pra:essor 257 ' « ™ o* vvhich * a bytecode program 267 which isof executatS Z For the 
frnr^hf !f deSCnp,l0n ' rt w '" «» assumed thal *e first computer node 252 receives the bytecode program 267 

m greater detail below m con|unction with the class loader. 

intpmJ^f rred embodiment - the decode program is written as an OAK application, which when compiled or 
STnt? T ^ 3 S !, r,eS °' eXeCU,aWe instruc,ions - A *** o' a" the source code bytecode instructions "he 
OAK instruction set ,s proved ,n Table 1 . The OAK instruction set is characterized by bytecode instructions that are 

T^- r SPeCi,iCa " y - ,he ° AK inS,fUC,i ° n S6t the same basic operation on 

Sormthl IT k 9 SeP f rate ACCOfdin9,y - 3 P,ura ' i,y 0f byteC0des are included the instruction set o 

;° a l m b3S,C '^T" (, ° f 6Xample 10 add *» numbers) - wi,h each such b yt«code being used to process 

^mSS^Jir ? COmP 90t °" inS,ruc,ions in * e 0AK lan 9uage '^.ruction set. and there are no instructions 
for modrfymg ob,ect references or creating new object references (other than copying an existing object reference) 
These two restricts on the OAK instruction set. as well as others, help to ensure that any b^odeZ^^h 
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utilizes data in a manner consistent with the data type specific instructions in the OAK instruction set will not violate the 
. integrity of a user s computer system. 

In the preferred embodiment, the available data types are integer, long integer, short integer ( 16 bit signed integer), 
single precision floating point, double precision floating point, byte, character, and object pointer (sometimes herein 

5 called an object reference). The "object reference" data type includes a virtually unlimited number of data subtypes 
because each "object reference" data type can include an object class specification as part of the data type. In addition, 
constants used in programs are also data typed, with the available constant data types in the preferred embodiment 
comprising the data types mentioned above, plus class, fieldref. methodref. string, and Asciz. all of which represent two 
or more bytes having a specific purpose. 

w The few bytecodes that are data type independent perform stack manipulation functions such as (A) duplicating one 
or more words on the stack and placing them at specific locations within the stack, thereby producing more stack items 
of known data type, or (B) clearing one or more items from the stack. A few other data type independent bytecode do 
not utilize any words on the stack and leave the stack unchanged, or add words to the stack without utilizing any of the 
words previously on the stack. These bytecodes do not have any data type restrictions with regard to the stack contents 

is prior to their execution, but ail modify the stack's contents in a totally predictable manner with regard to the data types 
of the items in the stack. As a result, the number of operands in the stack and the data type of all operands in the stack 
can be predicted (i.e., computed) with 100% confidence at all times. 

The second computer node 254. assumed here to be configured as a file or other information server, includes a 
central processing unit 268, a user interface 270. primary memory (RAM) 272. secondary memory (disc storage) 274, 

20 and a modem or other communication interface 276 that connects the second computer node to the computer commu- 
nication network 266. The disc storage 274 is comprised of a directory 280, objects 282 including a first object 283. a 
viewer library 284 and programs 286 for execution by the processor 268 and/or distribution to other computer nodes, at 
least one of which is the bytecode program 267 for transfer to computer node 252. 

As shown in Figure 3. the first computer node 252 stores in its secondary memory 262 a class loader program 296 

25 for retrieving (i.e.,- downloading) objects and object viewers from other computer nodes, and for invoking locally stored 
object viewers to view objects. The class loader 296 also automatically verifies (at the site of the end user's workstation 
node) downloaded object viewers to verify the integrity of each viewer before it is executed by each user. 

For the purposes of this document, an "object" thai may be "viewed" using an associated viewer can be either (A) 
a data-only type of object, such as a file other data structure that contains data of a specific type or format, such as 

30 JPEG. GIF, MPEG, or MPEG2 data, without having any embedded method or software, or (B) a method-storing object, 
such as a file or other data structure that includes one or more embedded methods, and optionally data as well. For 
instance, distinct viewers may be needed for viewing data-only objects that store distinct image data types, such as 
JPEG and GIF, and for viewing data-only objects that store distinct video program data types such as MPEG and MPEG2. 
Other examples might be distinct viewers for viewing charts of data, viewers with built-in data decryption software for 

35 viewing encrypted data "(when the decryption key is known to the user), and so on. 

In addition, distinct viewers may be needed for method -storing objects using different internal program types. For 
instance, different internal program types in various method-storing objects might use distinct scripting languages or 
might assume the availability of different libraries of utility programs, thereby requiring different viewers. 

A "viewer" (sometimes called an interpreter) decodes data and/or instructions in a specified object, and generally 

40 performs whatever computations and operations are needed to make objects of a particular data type or class usable. 
In the present invention, such object viewers are bytecode programs, written in a source code bytecode language so 
that the integrity of each object viewer can be independently verified by an end user through execution of a bytecode 
program verifier 240. Bytecode program verification is discussed in more detail below. 

It should be noted that a distributed computer system 250 may include platform independent object viewers in 

<s accordance with the present invention as well as other object viewers which are not platform independent and which 
cannot be verified using the bytecode program verifier 240 and class loader 296 tools of the present invention. In such 
a hybrid system, the automated viewer integrity verification benefits of the present invention will be provided for bytecode 
viewer programs, but not for other viewer programs. 

The class loader 296 is an executable program for loading and verifying objects and object viewers from a remote 

so server. When reviewing a document on the Internet's World Wide Web (WWW) for example, a page of the document 
may contain references to other documents or to objects. A user can access such other documents or objects by selecting 
a given object via an associated hyperlink. Such selection is usually performed by a user, in conjunction with a graphical 
user interface on a workstation node, by depressing a button on a pointer device while using the pointer device to point 
at a graphical image representing the hyperlink selection. 

55 During the selection process, the document or object which is currently being viewed may contain references to 
other documents or objects, including some having a data type which is unknown to the user's workstation. The class 
loader of the present invention is utilized to both locate a viewer associated with a "foreign" data type, and to verify 
program integrity of all downloaded bytecode programs prior to their execution by the user. 
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The class loader 296 performs three primary functions. First the class loader checks the data types of downloads 
objects and the.r associated bytecode programs] to determine if the user workstation has an nSSS^ST a 

£Z 7 " 0W ° '° Ca ' S,0fa9e 262 - SeCOnd ' y - " ,he Class ,oader can ™ me W SSte^er 

s r^ r ne ^ T S ° UfCe SSrVer ° ,her SefVerS * haS knOWl6d9e °' ,0 ^an^dc^n Td J, e 
S^Ih . ? * Ca " bS ' 0Cated ' ,hen ,he 0bject and/or b y ,ecode P f °9 ram ^icr, has been down loaded is 

2Sr , ^ aPPr ° Pfiate Vi6Wer Fina " y - UP ° n ' 0Ca,in9 ,he appropria,e v,ewer at a re ™<* sou^e 

loader invokes execution of a bytecode verifier 240 to check the downloaded viewer prior to the execution oi TJer Tn 

tonThf d°c n 7 'h^ 6 Pf0gram in,erPfe,er 242 ° f C ° mpilati0n * 3 b * eC0de P^ a - 24^^ 
t.on. the downloaded v ie wer may be stored in the user's local viewer library 298. 

in dl e !Tr 9 ( n0W - 10 F T eS 3 4 3nd App6ndix 1 ' the execution of ,he c,ass load * Program 296 will be described 
n de a,l for retr.ev.ng a bytecode program via an associated object. Appendix 1 lists a pseudocode represenSon^ 

computer language conventions. While the pseudocode employed here has been invented solely for tnl purposes o 
th,s demotion. it is designed to be easily understandable by any computer programmer skilled in the art 
^rwtV^T- "1 9Ure 4 ' ,he USW works,a,ion 252 be 9'ns a download process by opening (304) a connection to a 
server 254 wh,ch conta.ns an object 283 to be downloaded. The class loader 296 initiates (306) he transS The ob !^ 
S Pr09ram b * 'he object, whereupon the server 254 transfers a tL£5££££ 

21, US6f W ° rkS,a,i0n 252 " h3ndle iS fe,rieved Pfi0r ,0 ,he * the fenced object and containt 
x Zs) COnCem ' n9 PrOPer, ' eS 0< ,hS r6<erenCed ° bieCt ' inC,Udin9 ,he ob ' ec,s data <«"-*"«J caned the object 
A first check (308) is made to determine if the data type associated with the object to be retrieved is known to the 
user s system Specrfically. the class loader searches a viewer library 298 resident in the secondary storage^ S ,he 

Zr V Tc fl S,a,,0n . 252 1 " a " aPPf0pria,e Vi6Wer f0f ° biec,S of ,he de,ermined da ' a «VPe * accesS The v^er 
brary 298 includes a hstmg of all of the data type viewers which are current.y accessible by the user workstatio'Tnd 

^SSS£^ 'Tr° ry - ,hiS ,hS C ' aSS '° ader P- p — ses the object" to be downtdS d ur n g 
o* i^Ij^^^ !? '9 c*rder to determine compatibility with the user workstation platform prior to the actual downloading 

SSSSSS " a " "~ * *— • ^ - -ss loader corses ,3^ 

30 tvn JLh>h PPr ° P f ate , viewer j s not located within the view * r '^rary 298. indicating that the selected object is of a data 
TZT ,S t Un,am,l,ar 0 ,he user works,ation 2 52- the class loader executes a search for an appropriate v^er n 
most circumstances the first place to look for an appropriate viewer is the same server on whichthe selec ed St s 
stored. Thus, the Cass loader opens (3 1 2) a second connection to the same server which is th.^S££2£i 
object and requests (314). viewer for the indicated data type. If the server contains the appropnaTviter the vS 
is downloaded (3 1 5) into the user's workstation 6 

' 5 aver^S 

lie fi« ! { 2 6Wer Pr ° 9ram by ,nv ° kin9 ,he by,ecode pr °9 ram verifier 24 °- ^e bytecode program verifier 

2 ( T CS) Pr ° 9ram Pn ° r l ° the eX6CUti0n 0< ,he by1ecode pr °9 ram * « he P««»r 257 The operation" tS 
bytecode verifier program 240 will be described in greater detail below. If the vesication is successful (3^8 the stle' 
o searcher writ store (319) the verified object viewer in the viewer library 298 and update the directory ir the lilarv Z 
ref-ecttheava^ 

no„ Some > emb ° diments 0< «he present invention allow for the automatic downloading and use of both verifiable and 
non-ver rfl ab e object viewers. In those embodiments, after down.oading an object viewer (315). if theZnloaSS TobS 
5 v,ewer ,s not a bytecode program (316). a determination is made (321, whether or not to accep the SSSJi For 

^ b l aSk6d Wh6,her w 001 aCCept ,he «*«* viewer ' » a de,a ^ decisio^o accept noTaccS 
such object v iew ers may be included a configuration file. If the non-verifiaWe object viewer is accepted » ta sta5?2 
the viewer library (319). and R it is not accepted the downloaded viewer is deleted!^ 

If steps 308 and 314 fail to locate a viewer suitable for use with the selected object, because neither the server nor 

aga.n to Figure 3. a second server 324 is shown including a secondary storage 325 hav ng a viewer library ^26 7 H 
E e V,ewef is ,ocated in *»" ^ry 326 of the second server 324. then the * « JS 

servers unt,l a known resources are exhausted or an appropriate viewer is located and verified. Fina ly » » ajpw!£ 
viewer can be located, downloading of the referenced object is aborted and a user message is generate?^ 5ZS 
user that a viewer for the referenced object could not be located (328). generated to .nform the 

As indicated above, in the event an appropriate object viewer was already stored in the viewer library 298 on th« 
user s workstation (308) or was successfully down.oaded. verified and added to the user's vlrJE^S^ 
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the selected object is completed (310). If the downloaded object includes one or more embedded bytecode programs 
(330 and is therefore a method -storing object, the bytecode programs in the downloaded object are verified (332) by 
invoking execution of the bytecode verifier on those embedded programs. If the verifier generates a "success" return 
code after processing the embedded programs (334). then the downloaded object is viewed with the associated object 
s viewer (335). If the verifier aborts its processing of the embedded program due to detection of a program that does not 
conform to the verifier's requirements (334), the downloaded object is deleted (336) and an appropriate user message 
is generated. 

In the event that the downloaded object does not include embedded bytecode programs (330), steps 332-334 are 
skipped and the object is viewed with the appropriate viewer (335). 

io Referring again to Figure 3, the first computer node 252 also stores in its secondary memory 262 a bytecode verifier 
program 240 for verifying the integrity of specified bytecode programs and a bytecode interpreter 242 for executing 
specified bytecode programs. Alternately, or in addition, the first computer node 252 may store a bytecode compiler 244 
for converting a verified bytecode program into an object code program for more efficient execution of the bytecode 
program than by the interpreter 242. 

is The bytecode verifier 240 is an executable program which verifies operand data type compatibility and proper stack 
manipulations in a specified bytecode (source) program prior to the execution of the bytecode program by the processor 
257 under the control of the bytecode interpreter 242 (or prior to compilation of the bytecode program by compiler 244). 
Each bytecode program 267 (including the downloaded object verifier) has an associated verification status value 302 
that is initially set to False when the program is downloaded from another location. The verification status value 302 for 

20 the program is set to True by the bytecode verifier 240 only after the program has been verified not to fail any of the data 
type and stack usage tests performed by the verifier 240. 



The Bytecode Program Verifier 

25 Referring now to Figure 5. the execution of the bytecode program verifier 240 will be explained in conjunction with 
a particular bytecode program 340. The verifier 240 uses a few temporary data structures to store information it needs 
during the verification process. In particular, the verifier 240 uses a stack counter 342. a virtual stack 344. a virtual local 
variable array 345. and a stack snapshot storage structure 346. 

The stack counter 342 is updated by the verifier 240 as it keeps track of the virtual stack manipulations so as to 
30 reflect the current number of virtual stack 344 entries. 

The virtual stack 344 stores data type information regarding each datum that will be stored by the bytecode program 
340 in the operand stack during actual execution. In the preferred embodiment, the virtual stack 344 is used in the same 
way as a regular stack, except that instead of storing actual data and constants, the virtual stack 344 stores a data type 
indicator value for each datum that will be stored in the operand stack during actual execution of the program. Thus, for 
35 instance, if during actual execution the stack were to store three values: 
HandleToObjectA 
5 
1 

the corresponding virtual stack entries will be 
40 R 
I 

where "R" in the virtual stack indicates an object reference and each "I" in the virtual stack indicates an integer. Further- 
more, the stack counter 342 in this example would store a value of 3. corresponding to three values being stored in the 
4$ virtual stack 344. 

Data of each possible data type is assigned a corresponding virtual stack marker value, for instance: integer (I), 
long integer (L). single precision floating point number (F). double precision floating point number (D). byte (B). short 
(S), and object reference (R). The marker value for an object reference will often include an object dass value (e.g.. 
R:point. where "point" is an object class). 

so The virtual local variable array 345 serves the same basic function as the virtual stack 344. That is. it is used to 
store data type information for local variables used by the specified bytecode program. Since data is often transferred 
by programs between local variables and the operand stack, the bytecode instructions performing such data transfers 
and otherwise using local variables can be checked to ensure that the local variables accessed by each bytecode instruc- 
tion are consistent with the data type usage restrictions on those bytecode instructions. 

55 In operation, the verifier 240 processes each bytecode instruction which requests datum to be popped off the stack 
and pops off the same number of data type values off the virtual stack 344. The verifier then compares the 'popped- 
data type values from the virtual stack 344 with the data type requirements of the bytecode instruction. Similarly, for 
each bytecode instruction requesting datum to be pushed onto the stack, the verifier pushes onto the virtual stack a 
corresponding data type value. 
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One aspect of program verification ,„ accordance with present invention is verification that the number and d a , a 
type of the operands ,n the operand stack status is identical every time a particular instruction is execltTS a oa^l, 
bytecode instruction can be immediately preceded in execution by two or more different irJ^SSc ,h * 

, of the different preced.ng instructions will be a conditional or unconditional jump or branch SLrfon A coral an n 
above "stack consistency" requirement is that each program loop must nit result in a ne add on or rSSSS l! 
number of operands stored in the operand stack. «™non or reouction in the 

^ I^nl^ « naPS , h °' St0ra9S S,mC,Ure 346 iS used ,0 store " sna Pshots- of the stack counter 342 and virtual stack 
SC, DT1, DT2, DT3 DTn 

where SC is the stack counter value. DTI is the first data type value in the virtual operand stack. DT2 is the secor* data 
K^^SSST* "* ^ 50 " "** M iS ' he ^ * «* 'asVpo^em In 

Target" instructions are defined to be all bytecode instructions that can be the destination of a iumo or tvanrh 
instruction. For example, a condition* branch instruction includes a condition (which may or rS not Sis, Z an! 

: 9 '° Wh,Ch '° Cati0n (,ar9e,) in ,he Pf09ram ,he executi0 " * » "jump- in tnTevenUh TccnScT, 
satisfied. In evaluating a conditional jump instruction, the verifier 240 utilizes the stack snapshot ST™ 1 , 1 1 
to store both the identity of the target location (in the directory portion 348, ^.^l^^^^ 
snapshot portion 350, just before (he jump. The operation of the stack snapshot storage sL«!re 346 2? a in ^ 
■n greater detail below in conjunction with the description of the execution of the bytSTSl p^Z ' 

As was described previously, the bytecode program 340 includes a plurality of data type spSiSns^ctions ^ 
of which ,s equated by the verifier 240 of the present invention. The bytecode wJSSZZ^^ 
stack manipulations 352 and 354 (push integer onto the stack and pop integer from the stack rS2jS a Z 
,ump 356 and its associated targe, 364. a backwards jump 366 and ito l^M^^^^^i 

ScTtt 'fjf?? be 3n unrondrti °" al « branch instruction, depending on the £e of do ^ 

Since the verrf.er 240 of the preferred embodiment of the present invention only seeks to verify sack n^tatk^ 
data type companies, the operation of the bytecode verifier can be explain i using 

in hJJIT" 9 T o r i9Ur6S 6A " 6G ' and Appendix Z ,he execu,ion 0< 'hebytecode verifier program 240 will bedescribed 

inn ^o h0W r ^ ^ down,oaded b^oode P r °9ram is loaded (400, into the bytecode verifier 240 for process- 

mg. The verifier 240 creates (402, the virtual stack 344 and creates the virtual local vaHable arrav Zl Z 2 T 

uoVZ in ions in h memory ,o s,ore ° perand •* iocai variawe <*• typSisr^ ^rsa 

Z ,hf I 0< T StrUCtUre by deSi9na,in9 an arra ^ 0< ,ocations in ™™<y to store l£l££ZSZZ 
S a£.T S ' gnateS (4 ° 6) 3 re9iS,er ,0 ^ 35 3 S,3Ck C0Un,er 342 ,or k ^ «** of thelrie! I^S 

and iS , made ' hr ° J U9h ,he byteCOde program in order ,0 ex1ract ,ar 9 e < information associated with conditional 

Sps4^ 

1 1 1 2,> and for eacn instr uct-on that is a conditional or unconditional jump (step 414) a reores-ntatinnnf 
the target location for the jump is stored (step 41 6, in the directory portion 348 of the^S snapshot ZatltuZl 
346. unless (step 418, the target location has already been stored in the directory 348 F« bSS Zl L , ? 
relative address of the target instruction may be stor* in the next avai.ab.eSo th SrSo^AD ihtS2 oi 
bytecode instructions are ignored on this first pass. ™reciory 348. All other types of 



After all the instructions in the program have been processed, the directory 348 is preferably sorted f420i m n. n *. 
target locat.ons noted in the directory in address sequential order. P'eteraoiy sorted (420) to put the 

Referring again to Figure 5. for the purposes illustration the stack snapshot storage structure 346 has been inarfoH 
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Referring new to Figure 6B. a second pass through the bytecode program is initiated in order to verify proper use 
of the operand stack and of data types by the bytecode program. The first instruction of the bytecode program is selected 
(430) and the verifier first checks (432) to see if the address for the selected instruction has been stored in the directory 
portion 348 of the stack snapshot storage structure 346 in the first pass described above. 

5 If the address of the selected instruction is in the directory 348. indicating that the selected instruction is the target 

of a conditional or un-conditional jump, the verifier checks (434) to see if an associated stack snapshot has been stored 
in the snapshot portion 350 of the stack snapshot storage structure 346. If a stack snapshot has not been stored (indi- 
cating that the instruction is a target of a backward jump), then the contents of the virtual stack and the stack counter 
are stored (436) in the stack snapshot storage structure 346. The snapshot contains information on the status of the 

io virtual stack just before the execution of the instruction being processed, including a data type value for each datum that 
has been pushed onto the stack. The verifier will then continue the verification process and analyze the individual instruc- 
tion, starting at step 450, as described below. 

If a stack snapshot has been stored for the currently selected instruction (indicating that a jump instruction associated 
with this target instruction has already been processed), then the verifier compares (438) the virtual stack snapshot 

is information stored in the snapshot portion 350 of the stack snapshot storage structure 346 for the currently selected 
instruction with the current state of the virtual stack. If the comparison shows that the current state and the snapshot do 
not match, then an error message or signal is generated (440) identifying the place in the bytecode program where the 
stack status mismatch occurred. In the preferred embodiment, a mismatch will arise if the current virtual stack and 
snapshot do not contain the same number or types of entries. The verifier will then set a verification status value 245 

20 for the program to false, and abort (442) the verification process. Setting the verification status value 245 for the program 
to false prevents execution of the program by the bytecode interpreter 242 (Figure 3). 

If the current virtual stack and the stored stack snapshot for the current instruction match (438). then the verifier will 
continue the verification process and analyze the individual instruction, starting at step 450, as described below. 

If the address of the currently selected instruction is not found within the directory portion 348 of the stack snapshot 

25 storage structure 346 or if a stack status mismatch is not detected, then the verifier performs selected ones of a series 
of checks on the instruction depending on the particular instructions stack usage and function. 

Referring to Figure 6C, the first check to be performed concerns instructions that pop data from the operand stack. 
If the currently selected instruction pops data from the stack (450), the stack counter is inspected (452) to determine 
whether there is sufficient data in the stack to satisfy the data pop requirements of the instruction. 

30 If the operand stack has insufficient data (452) for the current instruction, that is called a stack underflow, in which 
case an error signal or message is generated (454) identifying the place in the program that the stack underflow was 
detected. In addition, the verifier will then set a verification status value 245 for the program to false, and abort (456) the 
verification process. 

If no stack underflow condition is detected, the verifier will compare (458) the data type code information previously 

35 stored in the virtual stack with the data type requirements (if any) of the currently selected instruction. For example, if 
the opcode of the instruction being analyzed calls for an integer add of a value popped from the stack, the verifier will 
compare the operand information of the item in the virtual stack which is being popped to make sure that is of the proper 
data type, namely integer. If the comparison results in a match, then the verifier deletes (460) the information from the 
virtual stack associated with the entry being popped and updates the stack counter 342 to reflect the number of entries 

40 popped from the virtual stack 344. 

If a mismatch is detected (458) between the stored operand information in the popped entry of the virtual stack 344 
and the data type requirements of the currently selected instruction, then a message is generated (462) identifying the 
place in the bytecode program where the mismatch occurred. The verifier will then set a verification status value 245 
for the program to false and abort (456) the verification process. This completes the pop verification process. 

45 Referring to Figure 60. if the currently selected instruction pushes data onto the stack (470), the stack counter is 
inspected (472) to determine whether there is sufficient room in the stack to store the data the selected instruction will 
push onto the stack. If the operand stack has insufficient room to store the data to be pushed onto the stack by the 
current instruction (472), that is called a stack overflow, in which case an error signal or message is generated (474) 
identifying the place in the program that the stack overflow was detected. In addition, the verifier will then set a verification 

so status value 245 for the program to false, and abort (476) the verification process. 

If no stack overflow condition is detected, the verifier will add (478) an entry to the virtual stack indicating the type 
of data (operand) which is to be pushed onto the operand stack (during the actual execution of the program) for each 
datum to be pushed onto the stack by the currently selected instruction. This information is derived from the data type 
specific opcodes utilized in the bytecode program of the preferred embodiment of the present invention. The verifier also 

55 updates the stack counter 342 to reflect the added entry a entries in the virtual stack. This completes the stack push 
verification process. 

Referring to Figure 6E. if the currently selected instruction causes a conditional or unconditional jump or branch 
forward in the program beyond the ordinary sequential step operation (step 480) the verifier will first check (482) to see 
if a snapshot for the target location of the jump instruction is stored in the stack snapshot storage structure 346. If a 
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stack snapshot has not been stored, then the virtual stack configuration (subsequent to any virtual stack updates asso- 
c.a.ed with the jump) 1S stored (484) in the stack snapshot storage structure 346 at a location associated wVh7e , a net 
program locat.on. Note that any stack pop operations associated with the jump will have already beenW.ec 2 nT 
virtual stack by the previously executed step 450 (see Figure 6C). 6 
5 If a stack snapshot has been stored (indicating that another entry point associated with this target instruction has 

already been processed), then the verifier compares (486) the virtual stack snapshot information stored in the snapshot 
f»rt.on 350 of the stack snapshot storage structure 346 with the current state of the virtual stack. If the comparison 

IZ^l^T S,3te I" SnaPSh0t d ° n0t ma,Ch ' the ° an err0r messa 9 e is B"*** <««> identifying te 
place n the bytecode program where the stack status mismatch occurred. In the preferred embodiment a mfsma ch 
•o will arise ,f the current virtua. stack and snapshot do not contain the same number or types of entries. Furthermore a 
mismatch wrfl arise ,f one or more data type values in the current virtual stack do not match corresponding data type 
values in the snapshot. The verifier will then set a vernation status value 245 for the program to WsTrtTffiK 

500 (RguTe ! ST 0 " 55 - 3 St3Ck St3,US ma<Ch iS d6,eC,ed 31 S,6P ^ th6n the veftfier Continues Pressing S 

' 5 h a ^ Re, !< fri T 0 Fi9Ure 6R " CUrrently Se ' eC,ed inStruCtion ****** a ""ditional or unconditional jump or branch 
P ^TT teP f ,h6n ,hS Vefi,ier C ° mpareS (502 > ,he virtual s,ack sna P sh ot information stored in^e 
^°' p0 ,0n 3 f °' the s,a <* upshot storage structure 346 associated with the target of the backward jurr?(iS 

Sta T?? S,6P 436) CUfren ' S,a,e ° f ,he Vif,Ual StaCk - » ,he ="ows thaHhe current 

state and the snapshot do not match, then an error message is generated (504) identifying the place in the byteccSe 
program where the stack status mismatch occurred. In the preferred embodiment, a mismatch L arise Uhe cu^nt 
v r ua s ack and snapshot do no. contain the same number or types of entries or if any data type entry in the cur en 
virtual stack does not match the corresponding data type entry in the snapshot. The verifier wilTthen set a erif icTtion 
status value 245 for the program to false and abort (506) the verification process vacation 
If a stack status match is detected (at step 502) or if the instruction is not a backward jump (at step 500) then the 
verifier continues processing at step 510. auuj.men me 

If the currently selected instruction reads data from a local variable (510). the verifier will compare (512) the data 
type code .nformatnn previously stored in the corresponding virtual local variable with the data type requirements Tf 
any) of the currently selected instruction, .f a mismatch is detected (512) between the data type informS.on i So r ed n 
^ a <^ 

(5 1 4) ■dent.fymg the place ,n the bytecode program where the mismatch occurred. The verifier will then set a verifica. on 
status value 245 for the program to false and abort (516) the verification process vera.cat.on 

« Jsf? e r!;=T tly Se ' e ? , ! d r S,rUC,i ° n d06S n °' fead data ' r0m a local variab,e ( 510 > or lhe dala type comparison at 
step 512 results .n a match, then the verifier continues processing .he currently selected instruction at step 520 

Referring to Figure 6G. if the currently selected instruction stores data into a local variable (520) the corresoondino 

S r e a a°d C atr e S , S '7Tf ^ ? determ '' ne ^ * S '° reS 3 data ^ value ' » ,he ^ «oc^S?c2 
e t a m d o a,a ( ,ype f ue (mdlca,in 9 ,hat da,a has °een previously stored in the local variable), the verifier compares the 

2£ T 'ToTT V ' r,Ual l0Ca ' VariaWe Wi,h the data ,ype associated wi,h ,n « «™ntly elected bytecode 
Z TZ 'f 1 " 3 m ' SmatCh iS d6teC,ed (524) be,ween ,ne da,a tv P e into ' ma «°" stored in the virtual .Si varSSe 
and the data type requ.rements of the currently selected instruction, then a message is generated (526) identifying The 

£r ?h e J n o o "Tf . e pro r m where the misma,ch ° ccurred - The veri,ier wi " tnen «— v^kJSSSSJi; 

for the program to false and abort (528) the verification process. 

If the currently selected instruction does not store data into a local variable (520), processing for the currently selected 
.nstruct.cn .s completed. If the currently selected instruction stores data into a local variable, but the vfcSEX w£E 
does notstore a data type value (indicating that no instruction which would store data in the local variaoTe his yet Sen 

Next the verifier checks (540) to see if this is the last instruction in the bytecode program 340 to be processed If 
more .nstructions remain to be processed, then the vernier loads (542, the next instruction and repeL the veScSon 
process starting at step 432. If no more instructions are to be processed, then the verifier will seTa ver ffcatS Satus 
value 245 for the program to True (544). signaling the completion of the verification process. 

Bytecode Interpreter 

Referring to flow chart in Figure 7 and Appendix 3. the execution of the bytecode interpreter 242 will be described 
Append.x 3 lists a pseudocode representation of the bytecode interpreter. oescnt-ed. 
, h K A ! tef A SpeCified bv,ecode P r °3 ram •« b een received or otherwise selected (560) as a program to be executed 

orooram ^^T'T" ™ ^ ** 240 ,0 ^ ,he '"^ specified bS 

program. The bytecode verrfier is described above. 7 
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If the verifier returns a "verification failure" value (564). the attempt to execute the specified bytecode program is 
aborted by the interpreter (566). 

If the verifier 242 returns a "Verification Success" value (564), the specified bytecode program is linked (568) to 
resource utility programs and any other programs, functions and objects that may be referenced by the program. Such 
a linking step is a conventional pre-execution step in many program interpreters. Then the linked bytecode program is 
interpreted and executed (570) by the interpreter. The bytecode interpreter of the present invention does not perform 
any operand stack overflow and underflow checking during program execution and also does not perform any data type 
checking for data stored in the operand stack during program execution. These conventional stack overflow, underflow 
and data type checking operations can be skipped by the present invention because the verifier has already verified that 
errors of these types will not be encountered during program execution. 

The program interpreter of the present invention is especially efficient for execution of bytecode programs having 
instruction loops that are executed many times, because the operand stack checking instructions are executed only once 
for each bytecode in each such instruction loop in the present invention. In contrast, during execution of a program by 
a conventional interpreter, the interpreter must continually monitor the operand stack for overflows (i.e.. adding more 
data to the stack than the stack can store) and underflows (i.e.. attempting to pop data off the stack when the stack is 
empty). Such stack monitoring must normally be performed for all instructions that change the stack's status (which 
includes most all instructions). For many programs, stack monitoring instructions executed by the interpreter account 
for approximately 80% of the execution time of an interpreted computed program. As a result, the interpreter of the 
present invention will often execute programs at two to five times the speed of a conventional program interpreter running 
on the same computer. 

The foregoing descriptions of specific embodiments of the present invention have been presented for purposes of 
illustration and description. They are not intended to be exhaustive or to limit the invention to the precise forms disclosed, 
and obviously many modifications and variations are possible in light of the above teaching. The embodiments were 
chosen and described in order to best explain the principles of the invention and its practical application, to thereby 
enable others skilled in the art to best utilize the invention and various embodiments with various modifications as are 
suited to the particular use contemplated. It is intended that the scope of the invention be defined by the Claims appended 
hereto and their equivalents. 
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TABLE 1 

BYTECODES IN OAK LANGUAGE 



INSTRUCTION NftMF 

aaload 

aastore 

aconst_null 

aload 

areturn 

arrayiength 

astore 

astore_<n> 

athrow 

bipush 

breakpoint 

catchsetup 

catchteardown 

checkcast 

df2 

d2i 
d2I 

dadd 
daload 
dastore 
dcmpg 

dcmpl 

dconst_<d> 

ddiv 

dload 

dload_<n> 

dmod 



SHORT DESCRIPTION 



load object reference from array 

store object reference into object reference array 

push null object 

load local object variable 

return object reference from function 

get length of array 

store object reference into local variable 

store object reference into local variable 

throw exception 

push one-byte signed integer 

call breakpoint handler 

set up exception handler 

reset exception handler 

make sure object is of a given type 

convert double floating point number to single 

precision floating point number 

convert double floating point number to integer 

convert double floating point number to long 

integer 

add double floating point numbers 
load double floating point number from array 
store double floating point number into array 
compare two double floating point numbers (return 
1 on incomparable) 

compare two double floating point numbers (return 

-1 on incomparable) 

push double floating point number 

divide double floating point numbers 

load double floating point number from local 

variable 

load double floating point number from local 
variable 

perform modulo function on double floating point 
numbers 
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dmul 
dneg 
dretum 
dstore 

dstore_<n> 

dsub 

dup 

dup2 

dup2_x1 

dup2_x2 

dup_x1 

dup_x2 

f2d 

f2i 

f2l 

fadd 
faload 

fastore 

fempg 

fempl 

fconst_<f> 

fdiv 

fload 

fload_<n> 

fmod 

fmul 



multiply double floating point numbers 

negate double floating point number 

return double floating point number from function 

store double floating point number into local 

variable 

store double floating point number into local 
variable 

subtract double floating point numbers 

duplicate top stack word 

duplicate top two stack words 

duplicate top two stack words and put two down 

duplicate top two stack words and put three down 

duplicate top stack word and put two down 

duplicate top stack word and put three down 

convert single precision floating point number to 

double floating point number 

convert single precision floating point number to 

integer 

convert Single precision floating point number to 
long integer 

add single precision floating point numbers 
load single precision floating point number from 
array 

store into single precision floating point number 
array 

compare single precision floating point numbers 

(return 1 on incomparable) 

compare Single precision floating point number 

(return -1 on incomparable) 

push single precision floating point number 

divide single precision floating point numbers 

load single precision floating point number from 

local variable 

load single precision floating point number from 
local variable 

perform modulo function on single precision 
floating point numbers 

multiply single precision floating point numbers 
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fne 9 negate single precision floating point number 

fretum return single precision floating point number from 

function 

fstore store single precision floating point number into 

local variable 

fstore_<n> store single precision floating point number into 

local variable 

fsub subtract single precision floating point numbers 

getfield fetch field from object 

getstatic set static field from class 

9°to branch always 

i2d convert integer to double floating point number 

,2f convert integer to single precision floating point 

number 

i2i convert integer to long integer 

■add add integers 

iaload load integer from array 

' and boolean AND two integers 

iastore store into integer array 

iconst_<n> push integer 

iconst_m1 push integer constant minus 1 

idiv integer divide 

if_acmpeq branch if objects same 

if_acmpne branch if objects not same 

iHcmpeq branch if integers equal 

ifjcmpge branch if integer greater than or equal to 

ifjcmpgt branch if integer greater than 

iMcmple branch if integer less than or equal to 

ifjcmplt branch if integer less than 

iHcmpne branch if integers not equal 

'feq branch if equal to 0 

if 9 e branch if greater than or equal to 0 

tfg* branch if greater than 0 

if,e branch if less than or equal to 0 

iflt branch if less than 0 

ifne branch if not equal to 0 

linc increment local variable by constant 

iload load integer from local variable 
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i!oad_<n> load integer from local variable 

imod perform modulo function on integers 

imul multiply integers 

ineg negate integer 

instanceof determine if object is of given type 

int2byte convert integer to signed byte 

int2char convert integer to char 

invokeinterface invoke interface method 

invokemethod invoke class method 

invokesuper invoke superclass method 

ior boolean OR two integers 

'return return integer from function 

ishl integer shift left 

Ishr integer arithmetic shift right 

'store store integer into local variable vindex 

istore_<n> store integer into local variable n 

isub subtract integers 

iushr integer logical shift right 

ixor boolean XOR two integers 

jsr jump to subroutine . 

12d convert long integer into double floating point 

number 

1 2f convert long integer into single precision floating 

point number 

12i convert long integer into integer 

ladd add long integers 

laload load long integer from array 

land boolean AND two long integers 

lastore store into long integer array 

Icmp compare long integers 

lconst_<l> - . push long integer constant 

Idc1 push item from constant pool 

Wc2 push item from constant pool 

Wc2w push long or double from constant pool 

Wiv divide long integers 

N°ad load long integer from iocal variable 

lload_<n> load long integer from local variable 

Imod perform modulo function on long integers 
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Imul 
Ineg 

lookupswitch 
lor 

Ireturn 

Ishl 

Ishr 

Istore 

lstore_<n> 

Isub 

lushr 

Ixor 

monitorenter 

monitorexit 

new 

newarray 

newfromname 

nop 

pop 

pop2 

putfield 

putstatic 

ret 

return 

saload 

sastore 

siaload 

siastore 

sipush 

tableswitch 

verifystack 



multiply long integers 

Negate long integer 

Access jump table by key match and 

boolean OR two long integers 

return long integer from function 

long integer shift left 

long integer arithmetic shift right 

store long integer into local variable 

store long integer into local variable 

subtract long integers 

long integer logical shift right 

boolean XOR long integers 

enter monitored region of code 

exit monitored region of code 

create new object 

allocate new array 

create new object from name 

do nothing 

pop top stack word 

pop top two stack words 

set field in object 

set static field in class 

return from subroutine 

return (void) from procedure 

load signed byte from array 

store into signed byte array 

load unsigned short from array 

store into unsigned short array 

push two-byte signed integer 

access jump table by index and jump 

verify stack empty 
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APPENDIX 1 
Pseudocode for Class Loader 

User selects an object (the 'referenced object*) to view. (For example, the 

user selection may be performed by selecting a hyperlink to the object 

in a document or other object.) 
Open connection to server storing referenced object. 
Receive handle to referenced object, including data type. 
Check if data type is known to user's system (i.e., does user have a viewer 

for objects of the received data type) 
If data type is unknown 

{ 

Open second connection to same server 
Request viewer for specified data type: 
If Success 

/' Hybrid System Option: Check for Non-bytecode viewer */ 
{ 

If received viewer is not a bytecode program 
{ 

Determine whether or not to accept viewer 
If viewer is not accepted 

Delete received viewer 
Else /• non-bytecode viewer is accepted 7 

Goto FinishObjectDownload 

} 

/' Verification and Registration Procedure 7 
Else 

{ 

Execute Bytecode Verifier on received viewer 
If verification is successful 
{ 

/• Registration of Viewer 7 
Mark received viewer as verified 
Store viewer in local viewer library 
Add data type to list of known data types 
} 

Else 

Delete received viewer 
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} 

If data type is still unknown 
{ 

Search other server sites for viewer for specified data type 
If Success 

{same verification and registration procedure as above} 

If data type is still unknown 

{ 

Abort downloading of referenced object. 

Inform user that viewer for referenced object cannot be found 

} 

} 

FinishObjectDownload: /• Branch to this point for non-bytecode viewers 7 

Complete downloading of referenced object. 

If downloaded object includes embedded bytecode program(s) 

Execute Bytecode Verifier on embedded program(s) 
If verification is successful 

Mark embedded programs as verified 

Else 

{ 

Delete received object 
Abort downloading procedure 
} 

} 

View referenced object with viewer for data type associated with referenced 
object. 
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APPENDIX 2 
Pseudocode for OAK Bytecode Verifier 

Receive Bytecode Program to be verified. 

Create Virtual Operand Stack Data Structure for storing stack status 
information and Virtual Local Variable Array for storing local variable data 
type information. 

Create data structure for storing Virtual Stack Snapshots. 

First Pass through Bytecode Program: 

Locate all instructions that are the targets of conditional and 
unconditional jumps or branches (i.e., can be entered from more than one 
prior instruction). 

Store list of such target instructions in Virtual Stack Snapshot data 
structure. 

Second Pass through Bytecode Program: 
Set VerificationSuccess to True 
Do Until Last Bytecode Instruction has been processed: 

{ 

Select next bytecode instruction (in sequential order in program) 
If instruction is in list of target instructions 
{ 

If snapshot of virtual stack for this instruction already exists 
{ 

Compare current state of virtual stack with stored snapshot 
If snapshot does not match current virtual stack state 

{ 

Print message identifying place in program that stack 

mismatch occurred 

Abort Verification 

Set VerificationSuccess to False 

Return 

} 

} 

Else 

Store snapshot of current virtual stack status 
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} 

Case(lnstruction Type): 
{ 

Case=lnsiruction pops data from Operand Stack 
{ 

Check for Stack Underflow 
If Stack has Underflowed 
{ 

Print message identifying place in program that 

underflow occurred 

Abort Verification 

Return 

} 

Compare data type of each operand popped from stack with 
data type required (if any) by the bytecode instruction 
If type mismatch 
{ 

Print message identifying place in program that data type 

mismatch occurred 

Set VerificationSuccess to False 

} 

Delete information from Virtual Stack for popped operands 

Update Stack Counter 

} 

Case=lnstruction pushes data onto Operand Stack 
{ 

Check for Stack Overflow 
If Stack has Overflowed 
{ 

Print message identifying place in program that overflow 

occurred 
Abort Verification 
Set VerificationSuccess to False 
Return 

} 
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Add information to Virtual Stack indicating data type of data 
pushed onto operand stack 
Update Stack Counter 
} 

Case=lnstruction is a forward jump or branch instruction 
{ 

If snapshot of virtual stack for the target instruction already 
exists 
{ 

Compare current state of virtual stack with stored 
snapshot 

If snapshot does not match current virtual stack state 
{ 

Print message identifying place in program that stack 

mismatch occurred 

Abort Verification 

Set VerificationSuccess to False 

Return 

} 

} 

Else 

Store snapshot of current virtual stack state as snapshot 
for the target instruction; 

} 

Case=lnstruction is an end of loop backward jump or other 
backward jump or branch instruction: 
{ 

Compare current virtual stack state with stored snapshot for 
target instruction 

If current virtual stack state does not match stored snapshot 
{ 

Print message identifying place in program that stack 

mismatch occurred 

Abort Verification 

Set VerificationSuccess to False 

Return 
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} 

Case=lnslruction reads data from local variable 
{ 

Compare data type of each datum read from local variable 
with data type required (if any) by the bylecode instruction 
If type mismatch 
{ 

Print message identifying place in program that data type 

mismatch occurred 

Set VerificationSuccess to False 

} 

} 

Case=lnstruction stores data into a local variable 
{ 

If corresponding virtual local variable already stores a data 
type value 

{ 

Compare data type value stored in virtual local variable 
with data type of datum that would be stored in the 
corresponding local variable (as determined by the data 
type handled by the current bytecode instruction) 
If type mismatch 
{ 

Print message identifying place in program that data 

type mismatch occurred 

Set VerificationSuccess to False 

) 

} 

Else 

Add information to Virtual Local Variable indicating data 
type of data that would be stored in corresponding local 
variable 

} 
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} /* EndCase 7 
} /* End of Do Loop 7 
Return (VerificationSuccess) 



APPENDIX 3 
Pseudocode for Bytecode Interpreter 

Receive Specified Bytecode Program to be executed 
Call Bytecode Verifier to verify Specified Bytecode Program 
If Verification Success 
{ 

Link Specified Bytecode Program to resource utility programs. 

Interpret and execute Specified Bytecode Program instructions without 
performing operand stack overflow and underflow checks and without 
performing data type checks on operands stored in operand stack. 

) 



Claims 

1 . A method of operating a distributed computer system having a plurality of distinct computers, the steps of the method 

comprising: 

a) in a first computer, storing viewer programs, each viewer program enabling a user thereof to view objects of 

WirSJrSwX^' enabling a user to select a reference to an object located in a second computer; 
c sari first computer responding to user selection of said reference by establishing a furst communion link 
between said first computer and said second computer and initiating retrieval of said object from sa.d second 
computer including retrieving data type information associated with said object; .... . af 

d) insaidfirstcomputer.determining whether said viewer programs stored in sa.df.rst computer .nclude a v,ewer 
program associated with said retrieved data type; 

e) when said determination in step (d) is negative, determining whether a viewer program associated with sari 
retrieved data type is stored in a set of other computers including said first computer; 

f) when said determination in step (e) is positive. 

m loading a copy of said viewer program associated with said second data type into said first compute.; 

(2) executing a verification procedure on said copied viewer program to determine whether sari copied 
viewer program meets predetermined operand stack usage criteria: 

(3) when said determination in step (2 is positive, executing said copied viewer program so as to enable 
said user to view said second object. 
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and „hen Ma SK0 „ « erminato is ^ „J™ ° C °" V 

a second computer, including* 

*~d«^ 

The system of claim 3. said second computer further including 

stacK uVZ^ZT Ute * d6terminin9 Wh6,her COpi6d Vi6Wer <^ am •""« P^e t erm,ned operand 

to ^satsaar copied viewer ^ » « * - - 

predetermined criteria """"^ de,ermines that copied viewer program meets said 
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